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Informatization intensification of the modern economy stresses the importance to discuss the following
group of issues: 1) the establishment of criteria and measurement of the effectiveness of the information system;
2) the definition of the information potential of the agent and the assessment of effective information action;
3) information security of the social and economic system. The purpose of the study is to analyze theoretically the
functions of various types of information with the determination of the efficiency of information and the modes of
economic systems information development. Economic agents are known to search for relevant information that is
only a part of total information in the system to make efficient decisions. The action of an agent as well as the
development of an economic system is generally characterised with an efficiency coefficient that assesses the
opportunity to obtain relevant information. The research methodology is the classification method that allows us to
highlight the properties of information, to introduce quantitative indicators for measuring these properties and using
mathematical tools to determine possible relationships between them, building theoretical models of the dynamics of
information development of economy. Using this approach the functions of information, namely, notification,
accumulation, cumulative amplification within the framework of consideration of the informational interaction
schemes “object-agent” and “agent-agent” have been determined. The criterion of information potential of the
controlled system and the information efficiency coefficient have been introduced. The latter means the ratio of
information security to the level of information completeness of the system. Using the analysis of the dynamics of
the efficiency and the ratio of relevant and general information, the modes of information development of the
controlled system have been determined; three options for the accumulation of information with the ability to
quantify the effect that determines the development of the knowledge economy have been suggested. Standard,
enhanced and storage accumulations have been shown in the framework of the “object-agent” information
interaction model, formal parameters for their quantitative assessment have been introduced. We have proved that
one of the goals of economic policy should be the insurance of the necessary regime of information development of
the economy, that is aimed at solving problems in the field of information security due to the fact that the functions
of information can be violated, i.e. performed with different results, which indicates the dysfunction of the
information system and economic management. Such the approach will reduce the depth of dysfunctions of
economic policy measures and the application of the information security loop proposed by the author will provide
the tool for comparing the damage and benefits from possible information threats, which predetermines the practical
application of the conducted theoretical analysis applied to different information modes. Sustainable development of
the modern economy should consider the elimination of information threats especially in the context of overcoming
opportunism in the form of deliberate distortions of information in order to obtain additional benefits. At the same
time, the use of the information security loop for the development of economic policy measures will allow not only
to diagnose the damage and benefits within the existing information processing regime, but also to identify the
dynamics of the economic system development as a result of changes in the ratio of information benefits and costs.
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combinatory principle, information security loop, dysfunction of information system, dysfunction of economic policy.
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NucTutyT 3k0HOMHUKH Poccuiickoit akanemun Hayk (117218, Poccust, r. MockBa, HaxumoBckuit mpocmexT, 32)

B cBs3u ¢ wHTCHCHUKAIMEH MPOIeccOB HH(OOPMATH3AIMHA COBPEMEHHOW SKOHOMHKH BO3HHKAET
HEOOXOMMOCTh OOCYAWTH CIIEAYIOIINE TPWU OCHOBHBIC TPYMIIBI BOIPOCOB: 1) yCTaHOBIICHHE KPUTEPHEB H
n3MepeHue 3PQPEKTHBHOCTH HWH(POPMAIMOHHONW CHCTEMBI; 2) ompeaeieHHe HWH(GOPMAIMOHHOTO MOTEHIIHAIa
areHTa ® OmeHKa A(PQPEKTHBHOTO HHMOOPMAIIMOHHOTO ICHWCTBHUS; 3) obecmeueHue HHGPOPMAIIMOHHOM
0€301acHOCTH COIMAIbHO-IKOHOMHYECKOH cucTeMbl. llenpio mcciieioBaHusl SIBISETCS TECOPETUYECKUH aHaU3
(yHKIMIA pa3IMYHBIX BHIOB HH(OpPMALUK ¢ onpejeiecHneM KodduIreHTa moiIe3Horo AeicTBUsI HHPOpMaIuy U
TPaeKTOPUH WHPOPMAIIMOHHOTO Pa3BUTHS PA3IMYHBIX SKOHOMUYECKUX CHCTEM. V3BECTHO, YTO AKOHOMHYECKHE
areHThl Al NMPUHATUS 9((GEKTUBHBIX DPEIICHUH OCYIIECTBISIOT TOMCK PEIEeBAaHTHOW HMH(pOpMAIMH, KOTOopas
COCTaBJIICT TOJBKO YacTh 00miedl uHpOpMamuu B cucreme. J[eHCTBHS arcHTOB, TaK K€ KaK W pa3BUTHE
9KOHOMHYECKOH CHUCTEMBI B 1I€JIOM, MOXHO OXapakTepH30BaTh KOI(PPHUIMEHTOM IOJIE3HOTO JEeHUCTBHS,
OIICHUBAIOIIUM BO3MOKHOCTH IMOJYYCHHS PEIIEBAHTHON MHPOpManuu. MeTonoJIoTHe HCCIeJOBaHUS SBIACTCS
KIacCH(UKAIIMOHHBI METOJ, ITO3BOJIIONIMKA BBIICIUTh CBOHCTBa WH(POPMALWH, BBECTH KOINYCCTBCHHEIC
MOKA3aTeNH Ui WX M3MEPCHUS W TPH IOMOIIM MaTeMaTHYeCKOTO HMHCTPYMEHTApHUs OINpPENelIUTh BO3MOXKHBIC
CBSI3M MEXIy HUMH, TIOCTPOWB TEOPETHUYCCKHE MOJCTH IWHAMHKH HH(OPMAIIMOHHOTO PAa3BUTHS SKOHOMHKH.
OmnpeneneHsl cienyromue (QYHKINH WHPOPMALIWHU: YBEIOMIICHHE, HAKOIUICHHE, KyMYISITUBHOE YCHJICHHE B
paMKax paccMOTPEHHs MOJENU WH(OPMAILMOHHOTO B3aUMOJCHCTBUS «OOBEKT — areHT» U «areHT — areHT».
BBeneH kputepuii HHGOPMAIOHHOTO OTEHIMANA YIIPaBIIEMON CUCTEMBI H KO3()(UIIMEHT MOJIe3HOTO ACHCTBUS
uHopMaLuK, KOTOPBII oOmpenensercss Kak OTHOIIeHHe HWH(MOPMAIOHHOW 00ECIeUeHHOCTH K YPOBHIO
MH()OPMALMOHHOM MOJHOTHI cHcTeMbl. Mcxonas M3 aHanmu3a JUHAMHKHA KOX(QQHIHUEHTAa IOJE3HOrO JAeHCTBUS
nH(OpMaLUK, COOTHOIICHHS PEIEBAHTHONH M 0O0INeid MH(pOpMANMU YCTAaHOBJIEHBI PEKUMBI MHPOPMAIMOHHOTO
pa3BUTHUs YIPaBISIEMOH CHUCTEMBI; NPEIUIOKEHbI TPH BapHaHTa KyMYJSIIMH HHGOPMALMH C BO3MOXKHOCTBHIO
KOJIMYECTBEHHON OICHKHA JAaHHOTO OJ(PQeKTa, OMpeAesAIOImero pa3BUTHE SKOHOMHUKM 3HaHUi. OOBIYHASA,
YCHIICHHAsT ¥ HAKONHUTENbHAas KyMYJIAIHsA MOKa3aHBl B paMKaX MOJENH HH()OPMAIIMOHHOTO B3aMMOACHCTBHA
«0OBEKT — areHT», BBEACHBI (hOpMallbHBIC MapaMeTpPhl I WX KOJIWYECTBEHHOH oreHkn. OOOCHOBaHO, HTO,
MOCKOJIBKY (PYHKIUU HH()OPMAIIH MOTYT HapyImaThCs, T. €. UCIIOMHATHCS C Pa3IHIHON Pe3yIbTaTHBHOCTHIO (UTO
CBUJICTEIILCTBYET O NUCPYHKIUU WHPOPMANMOHHOW CHUCTEMBI W YIPaBICHHUS 3KOHOMHKOH), OJHOW W3 Ienei
SKOHOMHUYECKOW TMOJUTHKH IOJDKHO OBITh oOecrieueHHe HeoOXOAWMOTO peXKuMa HH(POPMAIIMOHHOTO Pa3BUTHS
HKOHOMUKH, HANPaBJICHHOTO Ha peleHue mpobieM B obsactu nHpopMannoHHoH Oe3onacHocTu. Takoi moaxon
MO3BOJISIET CHU3UTH TOTEHIMAN AUC(YHKUMI yrpaBieHUs, a NPUMEHEHHE IPEJIOKSHHONH aBTOPOM IETIIN
HHPOPMALMOHHOW 0€30MacHOCTH — OO0CCIEeYUTh HHCTPYMEHT Ui COMOCTaBICHUS yiepda H BHIFOI OT
BO3MOXXHBIX HMH()OPMALMOHHBIX YIpO3, 4YTO MPEAONpPEeIsieT MPaKTUYeCKOoe INPUMEHEHUE MPOBEICHHOIO
TEOPETHYECKOT0 HCCIIEAOBAHUSI BHE 3aBHCHMOCTH OT THINA WH()OPMALMOHHOTO peXHMa. DJIMMHHUPOBaHHE
WHPOPMALIMOHHBIX YTPO3 COCTABIISIET IEPCIIEKTHBY [UIS YCTOWYMBOTO PA3BUTHS COBPEMEHHON HSKOHOMHUKH,
0COOCHHO B OTHOIICHUH TPEOJOJICHUS ONMIIOPTYHW3MA B BHJEC HAMEPEHHBIX HCKaKECHUH HWH()OPMAIMH C LENBI0
MONYYEHHUS TOTIOHUTEIbHON BHITOABL. [Ipy 3TOM HCIoNB30BaHME METNIM HHPOPMAIIMOHHON 0E30MacHOCTH IS
pa3paboTKu Mep IKOHOMUYIECKOH ITOJUTHKH ITO3BOJIUT HE TOJIBKO OCYIIECCTBIATH AUATHOCTHKY yIepOa U BHITO B
paMKax CIOXKHBILIETOCS PeXKUMa 00pabOTKH HH(GOPMAINH, HO W BBISBISITH AUHAMUKY Pa3BUTHSI 3KOHOMHUYECKOMH
CHUCTEMBI B pe3yJIbTaTe U3MEHECHHUSI COOTHOIICHUST HHPOPMAITMOHHBIX BBITOJT M U3JICPIKEK.

Kniouegvie cnoea: ungopmayus, ungopmamuzayus IKOHOMUKY, UHDOPMAYUOHHBIL NOMEHYUATL
9KOHOMUKU, QYHKYUU UHDOpMAYUY, DPedHCUMbl UHDOPMAYUOHHO20 pPA3BUMUS, MOOenU UHDOPMAYUO HHO2O
g3aumooelicmeus,  UHGOpMAYUOHHAA  6e30NACHOCMb — IKOHOMUKU,  KOMOUHAMOPHBIL — NPUHYUN,  Nemis
unghopmayuonnol 6bezonachocmu, OucCQyYHKyus uHGOpPMAyYyUoOHHOU cucmemvl, OUCPHYHKYUSL IKOHOMUUECKOU

nOJUMUKU.
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Introduction

odern economics is turning

into a “knowledge economy”,

changing  education  [1],
science, human capital [2], stylistics of
decision-making in  firms,  innovative
development [3] etc. In the multitude of
scientific papers [4; 5], one or another nuance
of this new reality is explored, when
considerable resources are directed to
processing information, obtaining new
knowledge [6]. There are considered, for
example, the problems of organizing e-
government [7], control in information
systems with the aim of eliminating conflicts
that arise between agents in the process of
information [8] processing or knowledge
management  processes  within  various
information systems [9].

Some studies are based on
questionnaires or consideration of local
situations, individual tasks or are bibliometric
studies [10]. Knowledge management
depends on the state of the information
system established in the economy of the
information development mode. At the same
time the aspect of ensuring information
security is also important, because many types
of knowledge can be used to reduce the level
of security and ensure competitive victory.

Therefore, the solution of individual
applied tasks, with all its utility, cannot be
indicative from the point of view of
examining all aspects of the information
system — especially the point of view of the
economic theory of the “information
economy”. In addition, aggregated estimates
of the mode or model of information
development, applicable for comparison,
including the effectiveness of obtaining
knowledge and evaluating the general
information potential, are even rare at the
theoretical level of analysis. Quantitative
estimates in recent studies relate to the
measurement of the contribution of
information and knowledge to economic
growth and the ongoing structural changes
[11], allow us to establish that a large amount
of environmental information affects the
distribution of resources in the economy. At
the same time, the work with information, its

selection, analysis, processing is not measured
at all, that is, the characteristics of the
information are not taken into account and are
not evaluated in an aggregated manner.
Below, as part of the performance indicator,
the information system will introduce the
parameter allowing it to be assessed. Of
course, information studies suggest the
different organization of statistical accounting
in the field of information. Since many data
are missing, the analysis may be limited only
to theoretical studies. There are theoretical
works that have just been released, which
make it possible to determine the direction of
the information flow, taking into account
expert assessments, to determine the priorities
of the information system [12]. This approach
takes into account training, the dissemination
of information is not perfect. But it does not
take into account how information systems
function in the economy, what information
mode they form, because the competition of
firms and countries will occur precisely in
terms of the efficiency parameters of working
with information and knowledge in the future.
This problem also requires theoretical works
that reveal the meaning of the use of
information potential and the functioning
information development mode. Information
security issues are considered not in the
framework of the choice between various
types of threats and their elimination, taking
into account the relationship of damage and
benefits, but in the framework of information
security policies [13]. But there are not clear
what the criteria, the parameters of this policy
and the measure of sufficient accuracy are.

In order to fill the theoretical gap in
the emerging information development mode,
assess the information efficiency and ensure
information security, the theoretical study of
the information functions and information
potential and the effectiveness of the
information system have been undertaken. It
allowed concentrating on three main aspects
that are the subject matter in the article:
a) extraction and measurement using the
proposed indicators of information functions,
especially three types of cumulative function;
b) determining the information potential of
the agent and the system and the coefficient of
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information effective action; c¢) comparing
various types of informational threats and
benefits — according to the “information
security loop” diagram.

Basic functions of information in
economic systems

mergence of the “economy of

knowledge” has proclaimed in

the economic theory of
information [14-17] as the new form of
economic relations and production of
knowledge acting as a separate good. Market
prices were considered as information signal
to the agent defining its choice. There
appeared different kinds of information
sectors.  Information  obsolescence  was
considered as the reason of the prices range in
the market, information asymmetry as the
reason of adverse selection of decisions,
opportunism and high transactional costs, and
etc. Different outcomes of agents interaction
in economics are determined by the properties
and functions of information. Therefore,
consideration of the functions of information
can provide additional opportunities for
studying the characteristics of various
interactions in the economy. It is important
not only to highlight the functions (various
functions of the information is disclosed in
scientific publications), but also to provide an
apparatus for measuring each function and the
possible application of these indicators, as
well as to highlight the characteristics of the
information development mode of the
economy.

The functions of information influence
the mode of developments of economic
system greatly. It is possible to single out the
following three basic information functions:
notification accumulation and cumulative
enhancement information. Let’s consider
successively the essence and value of each of
the three main functions of the information in
more detail to determine the indicators that
would allow in the future evaluating each
function.

1. Notification. Information is
meaningful data or facts which are transferred
from one agent to another in different ways,
expanding the knowledge horizon of the agent
about specific event, object/agent, process,

phenomenon, and etc. This information may
be useless for the agent. He can even receive
it against his will, not wishing to possess this
information, for example, having casually
heard someone’s conversation or exchange of
opinions, and etc. Frequently such
information is casual and it is quickly
forgotten by the agent, but under some
circumstances when it becomes important, its
value and meaning increase many times over.
Notifying property of information imposes the
condition of non-distortion on the agent, that
can occur due to incorrect perception of
information, in particular, because of the way
the agent feels, or the noise effects
accompanying the reception of information
(much also depends on data carrier). In
Figurel the function of information
perception, processing and analysis provides
change of the agent model 1=Q(1) where Q is
the change which is carried out by the agent
receiving information 1. Certainly all the
functions specified in the Figure are functions
of time. The agent forms the way of influence
on the object. This object may be other agent
in respect of which such scheme will be
specular [18].

Then, V(t) = f[I(t), QI(t))], or V(t)=
= flg(lo (1)), (g(lo (D))]-

Thereby, influence is defined by the
complex function of change of initial
information which is many times transformed
by the agent as the addressee of information
and the way of influence and perception of
this impact by the object, that changes
information on the object I,(t)=Z(V(t)).

2. Accumulation (consumption
security). Changing on a loop (Figure 1),
information accumulates, because changing
during processing and influence, all three
elements of information chain, that is, agent,
object and the channel of state and behavior
correction, act not only as the tools of
information change, but executing such
function they become generators of new
information. In other words, the state of the
elements providing information passage
makes certain contribution to the structure
(content) of information, thereby providing
generation of new information (change of
“old” information). Thus, there is not simply
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change of one and the same information, but
emergence of new information on the basis of
the previous information signal. If the
information has new content, data and
notification, it is new information even if it is
obtained on the basis of the initial
information. Hence, informationally in its
elementary representation on the type “agent-
agent”, or in general case ‘“agent-object”
where the object can be the agent, the
economic system is an information generator
in which there are information distortions,
noise, but the contour is arranged so, that
despite a certain deviation in its work, it
rejects unnecessary information and alters it,
transforming into necessary one. But any
information is accumulated either in the
agent’s memory, or on storage carriers of
information — paper (archive), electronic
carriers in the form of patents, copyright
certificates, and etc. Figure 2 demonstrates
mutual information interchange when there is
another agent in the object’s place. In this
case they exchange information, and there are
two information streams, one being directed
to the other agent without correcting influence
on it, like I=g(l,), and the second one having
correcting influence. But both information
streams make up the total value 1, from the
first agent to the second one and back I,;. In
other words, not only the influence correcting
the state and behaviour of the agent/object

OBJECT  [I=g(lo) -information | | AGENT

bears definite information, but there 1is
information stream which is transferred
without influence (such information is taken
into consideration, without changing the state
of the agent and the model of his behavior. It
is purely notifying function of information.
By the way, comparison of these two streams
generates dual model of agents’ behavior as
the agent can compare such information with
the information which results in correction of
his state and behavior. Such comparison can
also change the agent’s behavior model. That
is why, in practice these two information
streams are difficult to distinguish, especially
relying on the criterion of absence of behavior
correction as any information, even outdated,
received many years ago and then not
influencing on his behavior change, can
determine the change of agent’s behavior after
a considerable time interval.

The  function of information
accumulation by each agent is presented by
parameters lo, Iz, and each agent has its own
one. Cumulative function (the effect connected
with it) is caused by the directed flow of
information according to functions V, W
(Figure 2) which depend on notification,
accumulation, and plus in a general sense on
the state of the channels of information
influence and characteristics of interacting
agents.

Pler@pliqn,.qrgcsassjng, analysis
| , {2-change

| A 4

lo=Z(V)

State, behavior correction

Ly 1=0()
|
|
|

Influence - V=1(l,1)

Fig. 1. Information change between the elements of economic system
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PERCEPTION, PROCESSING, ANALYSIS

Accumulation 1

AGENT Al e=" - - - o - - - P AGENTAZ _
Z-change, -: Q -lrchange
v | notice : \ 4
AGENT 1 | 112=9(lo) | AGENT 2
|o :Z(V) } |z:Q(|)
I

>
121 :g(lzb Accumulation 2
f

CUMULATIVE EFFECT
(state, behavior correction)

I A

influence - V= f(l12,12)

influence — W = y(lz1, lo)

Fig. 2. Information change between the agents

On the chosen time lag the process of
information accumulation can be characterized
with parameter N=Iz (t)/I(t). The closer this
parameter to the unit is, the better is the
processing and accumulation of information.
Certainly, accumulation process depends on
the state of the agent and his inclination to
process and store (select) the necessary
information. At the moment when the agent
receives information he should be able to
define whether it is necessary in the future or
not. The agent has protective filters at the
level of perception, processing and analysis of
information, which he creates himself on
order to work only with potentially interesting
information. If the filters have not worked for
some reasons, information has the property of
security [19; 20], that is, it is not lost if the
agent did not delete unnecessary, not
interesting or dangerous data.

Radical difference of information and
knowledge from other consumer blessings is
security of these blessings during consumption.
Any product, especially foodstuffs, disappears
during consumption. Inedible products wear
out, lose value and disappear, but in the longer
period of consumption. Information has the
property of preservation during consumption
that becomes a defining condition for its
accumulation. However, as only one person is
the carrier and consumer of information in the
society, information also has the property of
fast obsolescence and is forgotten. If the
information is located on the carrier, the

probability of its security at any obsolescence
is much higher, than when it is in the human
memory [21]. When the worker is fired from
firm, retires or dies, it is often said, that such
an expert, a professional has gone, who could
not be replaced. It is especially actual when only
he knows a certain compounding/technology or
possesses certain unique skills which are not
fixed anywhere as the information intended
for training and transfer. The probability of
information losses in such cases is high. They
often happen, especially under conditions of
economic crises when the number of
dismissals and excesses essentially increases.
The  described  processes  accompany
information accumulation.  Certainly, at
estimation of accumulation it is important to
consider the agents’ ability to process
information, that is, their inclination to
accumulate and use great volumes of
information. Under stressful conditions such
inclination sharply decreases. It is possible to
present accumulation indicator as follows:
y QU m) 1)
g (1, (1)

As we see, it depends on the state of
information reception channel which is
defined by function g(lo) and on the state of
the agent Q(I(t)) — information acceptor and
processer — who is either inclined or not
inclined to its accumulation. The process of
information accumulation could be
institutionally  limited for the agent.
Generally, indicator N changes from zero to
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unit. When N=0, the agent rejects information
in the sense of its accumulation and there are
no costs for information processing, storage,
and analysis. This variant is possible.
Moreover, for some models of economic
behavior it is immanent. The agent operates
as a robot, he does not need to accumulate
information. There are initial data -
knowledge — and he is not inclined to increase
their volume. Information accumulation is a
strict condition of training and perfection of
knowledge. The learning process and then the
use of knowledge is impossible without
accumulation. Figure 2 actually reflects the
permanent process of education connected
with accumulation of information and its
transformation into knowledge which is used
for various kinds of impact. When N = 1,
there is a situation, when the agent does not
reject any piece of information. He processes
and uses it somehow. He can forget some
piece of information, having set it aside in
distant memory cells, but at some way of
processing which can be designated as
memory, this information will be used.

3. Cumulative enhancement (combinatory
principle). The information arising in the
conformity with the scheme of Figure 1, when
two agents communicate with each other and
thus transfer mutually helpful information, is
not subjected to registration from the
positions of modern analysis methods, but it
expands agents’ information potential, when
it is a question of useful information. There is
a form of information which we will
designate as disinformation, that s,
information misrepresenting the reality and
the facts. One agent presents such information
to the other agent because of the poverty of
intellect (distribution of false information
without actual basis, rumor and gossip),
misconception (from one’s own lack of
knowledge), or to mislead the other agent on
purpose, predetermining his actions favorable
to the agent who uses disinformation. It is
important to notice, that such information
having the status of “disinformation” is also
subjected to the processes of accumulation.
However, if the agent’s functions —
perception, processing and analysis — are
effective enough, such information will be

defined as low-quality and will be rejected as
a condition for the influence correcting the
object. Thus this information will be stored.
Nothing will prevent, though the probability
that it will be quickly forgotten is great. But
the information about the person who
presented such low-quality information will
hardly be forgotten. Most likely, the agent
will change his attitude to such agent, having
corrected his actions concerning him in the
future, either having excluded or having
reduced information contacts with him. Thus,
the functions of perception, processing and
analysis play the most important role of
information filter, providing cumulative effect
concerning information. The essence of this
effect is reduced to increase of this
information utility which the agent possesses
during its analysis and processing and
reception of new information. Combinatorics
in the area of information is the strongest and
most unexpected. That’s another matter, that
it completely depends on initial knowledge of
the agent, the ability to apply this knowledge,
including input information, and on the
efficiency of the institutions providing the
work with information.

If the volume of input information
sharply increases on some time lag I = g (lo),
the general result of the work with
information will be defined by function Q (1),
characterizing the agent’s opportunities.
When the agent has low initial intelligence, or
the information volume sharply increases, and
the agent has no experience or functioning
possibilities under similar conditions, the
accumulation process can be interrupted or
stopped. The agent will not grasp such
information. Thereby, cumulative action of
even available information will be limited.
Combinatorics in the area of information and
cumulation strongly depend on realization of
accumulation function of information. It is
necessary to notice, that cumulative action of
information is expressed in correction of the
state and behavior of the object, relative which
this information is used by the given agent.

At usual cumulative effect of
information,  increase  of  accumulation
parameter for the account of this effect is
observed. Hence, it is possible to speak about
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“usual cumulation” (Kj), presenting it
numerically with parameter K; = (Q(I) +
+ V(I, 12)/g(lo) = N+V(I, 12)/g(lo). In this
case cumulation means information
accumulation plus effective action — use of
information. Enhanced cumulation (K;) of
information means essential strengthening of
the significance of accumulated information at
influence on the object. It is possible to present
such value Ky=N(V(l, 12)/g(lo)) — product of
accumulation  parameter and information
efficiency coefficient' (the relation of the
influence of the initial information from the
object on the function): V/(1, 12)/g(lo).

The third probable variant of
cumulation is “accumulation cumulation” (K3)
of information, independent of the influence on
the object. It is suggested to present it as
follows:

Q" (g(1,))

“ a(ly) @)

If there is no accumulation, there is no
cumulative effect (new) as well. Though it is
necessary to recognize, that cumulation on the
basis of “old” information is possible, but it
should be estimated according to the previous
accumulation of information. In each concrete
economic system its permanently changing
conditions and reasons forming cumulative
effect of information will operate. In this
connection a concrete system may have its
own dependence for such effect.

Combinatory qualities of information
redouble the requirements on the function of
perception, processing and analysis — Q(I).
They also form qualifying requirements for the
agents. After all, the lower the initial skill level
and education of the agent, the less the
possibilities of information processing and
increase of relevance level of this information
for himself and for the society. The total effect
of cumulation on the information chain is
stipulated by the quality (state) of each element
of this chain.

In the general case information, giving
cause to various interpretations or having the
effect to increase the number of alternatives,
promotes time dilation of its processing and

! Similar to the output-input ratio used in engineering, in
this case for information.

decision-making, reproducing time lag
between the decision (management) and
information change. The result of such changes
is change of resource flows regarding
redistribution and increase/decrease in the
volume of consumption. Initially information
potential of the object and the agent are
unequal. Further dynamics of their change is
defined by the contour considered above. The
above three main functions of information
ensure the formation of the agent or economic
system information potential. Let’s consider
how the information potential of an agent or
system can be identified, how it is formed and
how it can be assessed. Then we will move on
to the problem of identifying information
development modes and ensuring information
security.

Types of information and information
potential of the economy

nformation market is highly

segmented as there are a lot of

types of information with different
variants of its application. Though the agent
needs information about the object, area of his
efforts application, functions, costs (prices),
and etc. before making the decision, the
demand for information is a derivative of what
the agent does, or what he wishes to do or what
he expects to receive as a result of his choice.
The person who possesses information should
not suggest it on purpose, because he does not
know who needs it and who will be the agent
of the demand for this very information.
Moreover, he cannot know, whether he is the
only owner of the information, or if there are
more agents who own the same information, or
if the information is of higher quality. This
higher quality of information is connected with
better function of the agent notification with
the same information volume (in bits), the
ability  of  better accumulation and
manifestation of cumulation property at the
same costs of information processing.

Only the information presented on any
carrier can be sold, and the carrier should be
protected against recurring information
replication without payment to the agent
(manufacturer) offering the information. If
there is no carrier, there appear at once the
problems connected with information security,
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as from the consumer’s point of view,
information as a product has the property of
replication and safety in consumption. The
price of one types of information during
consumption does not decrease, the price of
others can sharply go down (information
aging). Unlike information, knowledge is of
great value, as it can be also used repeatedly,
but it is an original factor of production which
assumes either its use in production of
consumer blessings, or the use of knowledge
as that. Unlike information, knowledge is
localized by the sphere of knowledge — within
the discipline or the subject which should be
studied to obtain corresponding basic
knowledge. Further knowledge augmentation
is the result of scientific work of those who
had initial knowledge of the objects and
systems. New knowledge is reproduced only in
the research of experts. Information is
reproduced without dependence on scientific
work and not only by the experts. It is the basic
difference  between  information  and
knowledge, though knowledge, of course, is
the information of special type.

Besides the property of notification
inherent in usual information, knowledge has
the property of “notifying augmentation” and
preserves two properties — accumulation and
cumulation. Notifying augmentation means
that it expands the horizon of the received data.
If the agent possesses knowledge, it allows
him to expand the perception horizon of not
only obtained knowledge, but also the
information received and having only notifying
function. Knowledge expands the possibilities
of information use. The problem is that during
the analysis | have differentiated the processes
of acquisition of knowledge and information.
Actually, getting of usual information and
knowledge occurs simultaneously, enhancing
cumulative effect of their assimilation or, in
case of very large volume of information and
knowledge at limited time, weakening the
effect due to the difficulties in assimilation or
assimilation refusal.

Knowledge possesses the same effect —
acquisition of some kinds of knowledge as
though programs further process of cognition,
increasing the expenses of its prolongation.
Knowledge always has protection only

provided not by the carrier (RAM disk
protected by the key, the password, and etc.),
but by the procedure of knowledge fixation, be
it a patent, a copyright certificate, useful
model, research report or technical
documentation, a textbook, a monograph or an
article. The fact of information/knowledge
security converts this blessing into the category
of private blessings. Of course, the fact of
knowledge and information consumption by
one agent does not limit the consumption of
the same volume of knowledge and
information by other agent. Therefore before
the epoch of sharp increase of information and
knowledge specialization, these kinds of
blessings were quite fairly considered as public
goods. Presenting knowledge and information
in the form of public goods, economists of
classical school believed that they should have
zero price because of non-competitive
character of their consumption. Economic
changes, reduced to special institutional
regulation of these blessings consumption,
resulted in the situation when they changed the
status of this kind of blessings. The costs of
provision of one additional unit of knowledge
and information in the modern world are not
zero, therefore the recommendation concerning
zero price in the certificate of consumption of
these blessings is not satisfactory.

Let’s present possible change of
general and relevant information on the
diagram (Figure 3).
t—time, Tr — transactional costs,

Q- general information, Q* - relevant information (knowledge)

A

>
t, Tr

Fig. 3. Volume of general and relevant
information
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The volume of relevant information
(knowledge) is usually less than total volume of
information. Eventually it also increases, as
well as the volume of general information. That
happens with the growth of transactional costs.
The wvolume of relevant information can
approach and move away from the line of
change of general information. Approach will
mean increase of technological possibilities of
information processing and education, removal
means worsening of these possibilities or crisis,
when relevant information is lost, and the
volume of general information can continue to
grow. In case of steady divergence of the lines
of change of general and relevant volumes of
information, it is possible to ascertain the
decreasing return of information factor of the
development due to the effect of knowledge
saturation. However, the combinatory effect
providing information cumulation and resulting
in occurrence of new relevant data for the
account of combination, not for the account of
new discoveries can become overcoming of
decreasing return. In other words, it means
intensification of the received knowledge,
“deep” development, instead of extensive
development or “wide” development for the
account of absolutely new heuristic discoveries.

Information potential of the agent is his
general possession of relevant information in
various fields of activity. The agents have
different information potential on different
reasons. It depends not only on personal
qualities of the agent, his education level (which
in itself is an information potential) and
cognition, but also on perception, the abilities to
process (choose, compare) and analyze (range,
order, synthesize) information and, certainly, on
his professional sphere. The last is very
important, because it defines information mode
as professional area can stagnate and there are
no new technologies there or any active changes
that will also predetermine information potential
of the development of the object and the agents
occupied in it.

Let’s introduce the function which
would connect parameters of the agent
processing the information b=f(ky,k,ks,Kn,T,S),
where k; — personal characteristics of the agent
(temperament property, inclination to work with
information), k, — education level, ks — abilities

to digest knowledge (cognitive characteristic of
the agent), Kp, — indicator of combinatory effect
on information  blessings, influencing
information potential, T — technological level
(including the state of stock base), s — the state
of the sector or the scope of activity of the agent
(system qualities, including institutions). Each
indicator in this function changes dynamically
in time. Therefore function b=b(t) is time
function.

Let Q; be relevant volume of
information, Q-general volume, k=Q/Q, Q<Q
— efficiency coefficient of the agent,
information system. A is a non-negative factor,
not equal to zero (free term). It characterizes
information potential of the agent/system when
it possesses very low/zero abilities of the work
with information or the same technological
level or absence of application area of
corresponding efforts regarding application of
information potential. If b=0, the minimum
information potential is equal to A. Parameters
of the agent’s “personal qualities” in function b
will turn to corresponding parameters for the
system — intra-organizational efficiency, the
ability to make decisions, to process
information and etc.

Then, it is possible to present
information potential of the agent/system (I) as
follows:

|

b

Ak

= Ak fakzkaTs) (3)

Q. f(k1,k2,k3,T,s)
A(=H)
2 | (4)
We will present the parameter
characterizing the efficiency of information
system in the following way:
Ro- (5)

where V| — speed of information processing,
depending on the processability of the work
with information/knowledge; Z — costs of
provision of speed, technological parameter
of the system.

Let’s present the possible change of
information potential of the agent/system
depending on function b and time (Figure 4).
Growth of function b means improvement of
the qualities of the agent/system in the work
with information and knowledge. As a matter of
fact, it is increase of “information” productivity.
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Fig. 4. Change of information potential of the agent/system

With the improvement of the
parameters of the agent/system, which means
expansion of possibilities of work with
information and knowledge, information
potential I(b) increases, that is reflected in
Figure 4 (on the left). It demonstrates increase
of relevant data which the agent owns. But
here the effect of forgetting information is not
considered. It can be strong under conditions
of crisis or any one-moment or short stress of
the agent or the system. Certainly, in that case
growth of information potential will be
slowed down a little or will stop. Information
potential can be invariable, or decrease, as
Figure 4 shows (on the right, branch S refers
to the system). When possibilities of increase
of information potential are exhausted as a
result of function b growth there comes the
moment when they are not improved as the
agent’s qualities have the property of
saturation. At the best they remain the same.
Such effect is characteristic for the systems
with many agents as well. However, the
further growth of information potential is
possible both for the agent, and for economic
systems, as Figure 4 reflects (at the left), but
for the account of information combinatorics
I(Ky). | have not intentionally included
combinatorial coefficient in function b to
separate the influence of various conditions
and effects on the change of information
potential of the agent/system. Certainly,
combinatorial effect for economic system is
considerably higher as this effect for the agent
also depends on his qualities (inclinations),
initial education, and etc. In the system,
where there are lots of agents and there are
varieties of information, combinatorial effect

is manifested with greater force. Change of
information potential for the agent and the
system in time (on the right) is presented in
Figure 4. Information potential of the agent
changes during his life from zero to zero
(death of the agent). Another matter, that it is
not completely lost, and information created
by the agent or its part remains on these or
those carriers. When the system emerges,
information potential is not equal to zero and
it is increased in the process. Periods of
growth stabilization of information with
further growth (line 1;) or decrease of
information potential are possible. Crisis or
stress factors for the system can also cause
decrease of information potential. In
particular, defeat in competition usually
reduces information potential, because the
firm as a system does not have market
information and does not develop in the given
market. Search of other information and other
markets and activity reorientation will mean
additional investments into extension of
information potential after its decrease. But
forming of new behavior strategy can
overcome not only the negative tendency, but
also provide further growth of information
potential that is demonstrated on line I, in
Figure 4 (on the right).

It is necessary to notice, that general
utility of information is an increasing function
in time and it depends on the increasing
volume of information. In relation to relevant
information its general utility increases for the
agent depending on the volume (in the nearest
period of time when it is received), but then it
starts to decrease, as the importance of this
information and the level of its relevance are
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reduced, so the utility also decreases. If the
additional volume of relevant information is
received at this moment (it is necessary to
bear in mind that it is different information in
its content), then such addition can increase
general utility of relevant information, but as
for specifically received information, it is
subject to the same law. At the moment of the
reception the utility increases, information
starts to be wused and then this utility
decreases. Certainly, there are such types of
information and knowledge whose utility does
not decrease long enough. Moreover, they
form the basis for further reception of relevant
information.  Such  kinds of relevant
information (knowledge) are adsorbed into
textbooks, and are passed on from father to
son, making the basis for education of the
agents. Mental elimination of such knowledge
or impossibility to assimilate it result in big
losses in the sphere of technics and
technologies as the whole layers of other
information become useless for the agent
because this fundamental knowledge is not
assimilated.

Relevant information (knowledge)
provides completeness of information of the
agent about the market, competitors, economic
changes (governmental decisions), and etc.
Hence, introducing the efficiency coefficient of
“information system” with reference to the
agent and the system, we have estimation of
information completeness in a general view.
Each type of information is unique, so such
estimation on each type of information is
necessary. We will address to the “dilemma of
the prisoner” according to which the agents
who have committed a crime, do not have
information  about each  other and
interrogations. They are kept in separate prison
cells and are made to make a behavior choice
according to the introduced institutions
determining this choice. They have general
information about their crime, they know what
they have done together and who has helped
whom. They can realize the degree of guilt and
participation of each other, and etc. But they
do not have information relevant to the choice.
As a result, it is known, the dilemma reduces
the situation to the choice when the agents tend
to maximize the utility, but actually they

worsen their choice. Of course, with other
institutions of choice or with other relevant
information the choice would be different.
Hence, information completeness multiplied
on institutional condition of choice defines
well-being of the agents who are choosing.

Neoclassics were not too right,
asserting that for effective outcome of market
functioning the market agents should possess
full information. The quality of choice and
decision-making  directly  depend  on
information completeness, i.e. the degree of its
relevance. Generally, information
completeness which the agent possesses
mismatches the relevant volume of information
which is potentially possible. In other words,
the agent owns a part from possible relevant
information, thereby full information for the
agent P=cQ, — is a part of the relevant
information (c — the degree of completeness or
a part of the relevant information at the agent’s
disposal), where P is the amount (volume) of
relevant information which the agent possess,
and Q, is relevant information which the agent
does not have for whatever reasons.

Proceeding from the presented
correlations, the efficiency will be defined as
follows: k=P/(cQ). If we designate u=P/Q as
information security of the agent (system), the
efficiency of information system k=u/c is equal
to the relation of information security to the
degree (level) of information completeness.

It is easy to notice, that when the
efficiency coefficient the agent k is constant
and the change of this parameter is equal to
zero, there is a correlation when relative
increment of relevant information at the
agent’s disposal is equal to the sum of relative
increments of the degree of information
completeness and the total amount of arriving
information. This statement is equivalent to the
fact that relative change of information
security is equal to the relative change of the
level of information completeness of economic
system. Efficiency is the characteristic of the
economy information potential. According to
this parameter, we can distinguish the modes
of any system information development. These
modes, of course, are determined by the ability
of the system to work with information,
increase and use information potential.
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Modes of information development

important for economy. At the same time,
considering a high variety of the system, each
case of decision-making will be unique or, at
least, original. At the same time the efficiency

coefficient of information system as an

limit or extend the development and make

Efficiency coefficient of information

nlike the agent, decision- decisions possibility.
making institutions at various
levels of hierarchy are

aggregate indicator (in its value) will either

for the economy as well as for the agent can
increase, decrease, or remain invariable. These
three variants of change give some modes of
information development of the economy. Let
us present them in Table and give a short
characteristic (the last column on the right).

Modes of information development of the economy

Efficiency
coefficient of
information

system, k

Volume of
relevant
information
(knowledge), Q,

Total volume of
information, Q

The characteristic of k
change

Mode of information development

Kk increases

Increases

Increases

Increase of relevant
information  outstrips  the
growth of the total volume of
information

Hi-tech development, high combinatory
effect

Decreases

Decreases

Losses of the total volume of
information exceed the losses
of relevant information,
reactive increase of k

Crisis/stressful development at quite
good storage of relevant information,
reduction of information reproduction

Increases

Decreases

Relevant information grows
for the account of better
processing and reduction of the
total volume of information

Increase of processing efficiency at
crisis, conflict/stressful development

Does not change

Decreases

Relevant information does not
decrease, but the total volume
of information is reduced,
reactive increase of k

Efficiency of relevant information
selection does not change at crisis
development, conflict/stressful
development

Increases

Does not change

Relevant  information is
synthesized from the available
volume of information for the
account of the reserves of
combinatorics

Augmentation of relevant information
from the available total volume of
information the supply of which is
stopped due to competitive actions.
Activation of combinatory effect

k decreases

Increases

Increases

The total volume of
information  increases by
more value, than the relevant
information

The  efficiency of  information
processing decreases, development with
the decreasing technological level

Decreases

Decreases

The losses of the total
volume of information is less
than the losses of relevant
information

Crisis development, with technological
losses, and with the loss of data carriers,
or sharp restriction of access to relevant
information and the total volume of
information

Decreases

Increases

Relevant information reduces
against the growth of total
volume of information

Mode of compression of possibilities of
information processing at its growth,
failures in the work of information
systems, technological effectiveness
decrease

Does not change

Increases

Relevant information does
not change at increase of the
total volume of information

The arriving information is not
processed in time due to the decrease of
efficiency or insufficient technological
effectiveness of information processing

Decreases

Does not change

Relevant information s
reduced at invariable total
volume of information

Exhaustion of educational possibilities,
efficiency decrease of the means of
information processing at restriction of
the supply of the total volume of
information - competitive influence
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The End of Table
Efficiency Volume of
goeffluen_t of _ relevan_t '_I'otal voll_Jme of The characteristic of k Mode of information development
information information information, Q change
system, k (knowledge), Q,
k does not Increases Increases Equivalent change Increase of the total volume of
change information covers possible effect of
selection improvement of relevant
information
Decreases Decreases Equivalent change. Reactive | Mode of curtailment of technological

preservation of k at reduction | development (technologies of
of technological possibilities |processing and selection) of relevant

information at general crisis and
reduction of the total amount of
information, that is, processing needs
also reduce, that reactively preserves
the efficiency coefficient of the system

Does not change | Does not change | The volume of relevant
information and the total
volume of information are
kept at one level

The mode of relative information rest

As we see from Table, there are a lot of
modes of information development on the
efficiency coefficient of information system
characterizing its ability to select/receive
relevant information (knowledge). Relevant
information is understood as received/obtained
(created) knowledge or the information
representing increased value relative to the
general information and potentially used in
production and at the solution of other
management problems. Developed information
modes with reference to the economic system
or the agent make up the result of participation
of this agent or system in competition.
Institutions and market forms define each of the
modes, as well as “technological effectiveness”
behavior defines the possibilities to process
information and to receive new knowledge, or
to find new points of application for the
available knowledge from the point of view of
information. The process of generation of new
knowledge is based on combinatory principle
with the account of information accumulation,
conditions of the agents notification and the
agents’ abilities to process information
performing the function of its augmentation
which should not generally be combinatory.

Theoretically and in practice economic
systems are characterized by various
correlations of general, relevant information
and accumulated knowledge. It is their
fundamental difference which is set on the
efficiency coefficient, characterizing the

developed mode of information (technological)
development of economic system. The task of
macro-management is to ensure the transition
of the system from one development mode to
the other which will be characterized by better
information and technological possibilities.
Thus, providing innovations [22] and a new
level of technological effectiveness of
economic system are, first of all, the
organization of information systems of
different type and the appointment. Other
things being equal, the lower are the
transactional costs of their functioning and
management, the higher is the efficiency
coefficient of information and the higher is the
productivity/efficiency  of  the  system
management. Certainly, dynamics characteristic
of transactional costs is not enough for defining
of the necessary management model using this
or that information. It is necessary to take into
consideration such parameters of the economic
system as the functioning purposes, the area of
application of the efforts of different elements
and subsystems, functional provision including
information, time of action and the character of
changing influences, stability to internal
mutations and external influences on the
system. These parameters set the dysfunction
of information and economic system and
controlling actions should be aimed at its
decrease. Thus, economic policy should be
oriented not only on the solution of the
problems and substantiation of problems
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statement and methods/tools of their solution.
It should assume the actions on increase of
efficiency of economic policy and its quality
that is achieved by means of defining of arising
dysfunctions and their overcoming. It also
refers to information functions which are being
studied here. It is the dysfunctions of
information causing decrease of information
potential of economic system that reduce
management efficiency and prospects of the
expedient development of the system when
they are accumulated. At first, competitive loss
on information appears, then it will be
transformed to defeat in the markets and
decrease in the general technological
effectiveness of economic system. Taking into
account the considered functions  of
information and development modes of
economic system will allow counteracting the
arising dysfunctions for the account of
regulation (adjustment) of the basic institutions
of economic policy and information
management. The issue of information security
in this case becomes decisive.

Information security of economy
nformation security is associated
with the threat perception and its
elimination by dint of information

tools. Information security threats can be
potential (not accomplished) and fulfilled,
that is the real threat has taken place. It is this
held threat that causes damage and violates
the economic security of the country. While
the event has the status of a potential threat,
there is no damage. Only actions ensure the
realization of the threat from those who can
and/or should carry them out. In order to carry
out actions, there must be a motive, both of
one’s own benefit and of causing damage to
the other side, in order to take it out of the
field of competition. In the course of such
actions, for example, the current operational
parameters of the system deteriorate relative
to the threshold safety indicators. It goes into
a different state, with worse functioning and
competition. This outcome is facilitated by
both exogenous effects and endogenous
policy mechanisms of the country. Their joint
influence may determine each other, and may
be completely independent, which imposes an

imprint on changing the parameters of the
state’s economic security.

Emerging threats, the method of their
generation especially external threats is not
controlled by this state. But whatever it is
[way of generation], threats are basic and
derivative, dependent on basic ones. The
baseline ones persist for a rather long time,
the derivatives change their intensity under
the influence of various circumstances,
including the methods of counteracting the
threats. The combined strength of the derived
threats may be more significant than a single
basic threat. Threats have the quantitative
measurement (in the form of risk and the
expected losses or benefits), as well as the
qualitative measurement (expert assessments).
There may be threats to functioning economic
institutions (rules of economic behavior),
organizations and other structures in the
economy with respect to the management
system (disbalance of the state management
system at all levels — dysfunction of
institutions and management), etc.

For each threat that has come true:

VkZWik — ij ) (6)
where Vi — net losses / benefits of the threat
(Vo — potential threat), equal to the difference
in benefits Wi, and costs Zj, and i=j, that is
the benefits and costs can arise both in one
sector (object), and relate to different, k — the
number of threats is from 1 to N.

Similarly for a potential threat:

Vio=Pik Wik — Pik Zjk - (7)

It is important to note that, ideally, the
economic security risk management system
[23] should eliminate these risks in such a
way as to not only preemptively remove
threats at the level of potential, but also
reduce the costs of existing threats in order to
gain benefits, that is, Wi#0 and what’s more,
Wi>Zj (maximizing net gain). Such an
outcome will completely destroy the
possibility of a planned realization of threats
against a state by third countries. Of course,
the level of autonomy, the low degree of
structural and other dependence increases this
possibility, no matter how controversial it is
regarding the trends of integration into the
world economy, which are presented as a
positive outcome.
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Based on the presented relations, it is
not difficult to write down that:

N N
Vr = ZVk,V0 = ZVKO,H =Vr—V0,
k=1 k=1

v w; Py Wi,

1
VvV, = YW= Z, =

v z PWZ

Thus, the magnitude of the total
losses/benefits for the entire system is
estimated to be real — V, and potentially — V,.
Then the difference of these values (H), is
determined, the structural relations of the
parameters of the basic formula for estimating
the net value of losses/gains are found. Thus,
it is possible to resist risks by reducing the
likelihood, increasing the benefits for other
sectors, activities, agents (a model of using
threats for their own purposes).

The worst situation for the economy is
achieved when the value of V,<0, V<0, that
is, there is damage both potentially and real,
while the actual damage is greater than the
potential damage, that is, V>V,

Imagine the diagram of information
security (see Figure 5).
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Fig. 5. Information security loop

In the first quadrant (Figure 5), there
are benefits from existing and potential
threats (V,>0, V,>0), however, in the section
BA, the expected benefits are higher than the
real ones, in the AC segment — the real
benefits are higher than expected. Both
situations are ideal, although the AU line is
better, since the real benefit is higher than
expected. In the third quadrant there is
damage, that is, economic security is
deteriorating. Moreover, in AD, the expected
damage is lower than the real damage, which
suggests that economic security measures do
not work. In line with AE, the expected

damage is higher than real, therefore, the
measures taken to eliminate the risks are more
or less effective. In the second quadrant there
are expected benefits, but real damage, which
indicates the highest inefficiency of measures
in the framework of economic security. In the
fourth quadrant there is an expected damage
(Vo<0), but the benefits are actually V>0,
which indicates the best result of applying
information security measures.

Such the chart should be used when
evaluating information security measures. The
usefulness of the application is determined by
the objectives of the development of
information and security in this area, as well
as in the field of technology development.

The specifics of the “information
economy”’, defined by the properties of
information, as well as features of the
organization of information systems, lead to
systemic social consequences that change the
nature of the interaction between agents.
These consequences of the development of
the information economy include:

— information and computer crimes
(cybercrime), special types of opportunism as
a model of behavior of agents engaged in the
information sector;

— the need for additional costs of
protecting information, preventing crimes on
the Internet, changing legal regulations,
creation of cybersecurity technologies and
cryptographic standards, etc.;

— the speculative nature of the IT
sector, as well as its subordinate nature at the
same time as the self-contained influence on
the economy;

— the emergence of a mode of
dependence on the part of agents, when
information technologies are mastered by them;

— permanent changes and improvement
of information technologies, which requires
tension and additional efforts, which with age
become a significant burden for the agent;

— manipulation of information, the
use of deliberate disinformation or distortion
of information as a form of damage to a
competing party that perceives this
information, and under the influence of this
information can change its behavior in favor
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of the initiators of such informational
influence. This position requires a special
organization of information protection and
information security.

In addition, the social dangers of the
information economy are seen not only in a
possible increase in unemployment, an
increase in some diseases associated with a
slow-moving way of working at a computer,
not only in a new form of inequality, when
individual agents cannot master these
technologies, but also in increasing the
difficulty of choosing information. Solving
this problem will require standardization of
the information sphere and its institutional
regulation, the outlines of which are already
observed. This process is likely to deepen and
expand, which will require consideration of
the information  development  model,
information properties, assessment of the
information potential of the economy, the
multiplication value of information and the
efficiency of the information system. The
presented theoretical development will help in
the future to solve these problems, making the
initial framework for the creation and
application of applied techniques.

Conclusion

umming up, we formulate the

Sconclusions obtained during the

theoretical analysis.

First, the functions of notification,
accumulation of information, as well as three
types of information cumulation set the
parameters of the information potential of the
economic system, ensuring its efficiency with
respect to information.

Secondly, the efficiency of the
information system determines the mode of
information development, which is useful to
take into account when comparing the various
economies and the level of development of
countries. The effectiveness of working with
information and knowledge will determine
future competitive advantages and the
competitive process in the global economy,
and manifestations of this process are already
observed today.

Thirdly, the realization of information
potential in the economy will depend not only
on efficiency, but also on ensuring
information  security, which should be
determined by the ratio of information
benefits and threats, including both existing
and potential threats. To analyze these threats,
the so-called information security loop is
useful, with the help of which it is possible to
determine the worst situation in the
information sense for an economy from a set
of alternative modes of information system
functioning.

Thus, the information economy, in
addition to the multitude of advantages,
reproduces the same, if not more, number of
restrictions, unpredictable social consequences,
diversity of information regimes, which are
determined by various factors. In order to
rationalize the approaches to the analysis of
this complexity in a theoretical sense, some
generalizations and proposals are made here
that lay the foundation for unambiguous
estimates of the number of modes of
information development and their
characteristics.
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